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Abstract

In the present day, technology-related crimes—particularly online scams, internet fraud, and
unauthorized control of user accounts through mobile banking—are steadily increasing, causing significant
damage to the public. Although the government has introduced legal measures such as the Royal
Decree on Measures for the Prevention and Suppression of Technology Crimes B.E. 2566 (2023) and its
amendment (No. 2) B.E. 2568 (2025)—which introduces the principle of “shared responsibility” requiring
commercial banks and telecommunications network providers to bear joint liability for damages resulting from
technology-related crimes and to take part in prevention and remediation efforts—the new legislation
stipulates broad measures without sufficiently clear guidelines. As a result, civil remedies for victims
remain hindered, particularly regarding the burden of proof and access to evidence, as well as the unclear
procedures for compensation outside of litigation.

This study aims to analyze the duties and civil liabilities of two key groups of service providers:
Commercial banks, which under Sections 657 and 659 of the Thai Civil and Commercial Code, are obligated
to safeguard deposits with the highest degree of care and implement preventive measures in line with
the standards set by the Bank of Thailand. If these duties are breached, the bank may be presumed to be
negligent by operation of law under Section 8/10 and may be held fully liable for damages unless it can
prove that it took adequate preventative action; and Telecommunications service providers, who, prior to
the second amendment of the Royal Decree, had no direct obligations in this regard. However, following its
enactment, they are now jointly liable with banks if they neslect to implement measures required by the
National Broadcasting and Telecommunications Commission (NBTC), thereby expanding their liability under
tort law as set out in Section 420.

This study offers the following recommendations: Amend the law to establish clear criteria for shared
liability, taking reference from Singapore’s “Shared Responsibility Framework.” Revise or add provisions
to the Royal Decree on Measures for the Prevention and Suppression of Technology Crimes to shift the
burden of proof onto service providers, applying the doctrine of Res Ipsa Loquitur in legal proceedings. Issue
secondary legislation or ministerial regulations that prescribe explicit procedures for victim compensation
in technology crime cases, including mechanisms for “fund recovery in process” and “provisional interim
reimbursement,” allowing banks to return frozen funds to victims without awaiting formal litigation. These
measures aim to enhance the efficiency and timeliness of victim compensation, reduce the burden on the
courts, and place greater emphasis on the ability of service providers—rather than the general public—to
Manage and control risks.

Keywords: Cybercrime; Civil Liability; Entrepreneurs
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